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I. PURPOSE AND SCOPE 


The Massachusetts Bay Transportation Authority (““MBTA” or “Authority”) recognizes the 
importance of social media as a valuable communications tool. The MBTA encourages the reasonable 
use of social media to further the goals of the Authority, including by engaging in conversation with the 
residents of the Commonwealth about MBTA services and other system information;disseminating 
time-sensitive information as quickly as possible; supporting transparency within government; and 
allowing the MBTA to collect meaningful feedback from riders. 


The use of social media does not change the laws or established expectations concerning public 
employment, and using social media carries with it certain risks and responsibilities. The MBTA 
recognizes that its employees have rights under the First Amendment to participate in public forums and 
to comment on matters of public concern. Those rights are balanced against the interestsof the MBTA 
in promoting accountability, responsible, mature judgment, and the efficiency of the public services that 
the MBTA provides. The MBTA also has an important interest in managing statements made on its 
behalf. With these considerations in mind, the MBTA establishes this Social Media Use Policy 
(“Policy’’) to set forth clear rules and guidelines for the use of social media by MBTA employees, both 
in their personal capacity and on behalf of the MBTA as part of their employment duties, and to highlight 
concerns that should be taken into account whenever an employee posts anything to social media. 


This Policy applies to all MBTA employees, contractors, consultants, vendors, and anyone using 
social media on behalf of the MBTA, and is to be read in conjunction with the MBTA’s Acceptable Use 
of Information Technology (IT) Resources Policy (“AUP”’) and all other applicable policies, including 
the MBTA’s Prevention of Discrimination, Harassment and Retaliation in the Workplace policy, the 
Workplace Violence policy, the Civility Code of Conduct, rules regarding confidentialityof sensitive 
and proprietary information, and the Massachusetts conflict of interest law, M.G.L. c. 268A. It is the 
responsibility of any person subject to this Policy to read, understand, and follow it. In addition, social 
media users are expected to exercise reasonable judgment when making decisions about their use of 
social media. All questions regarding this Policy should be directed to an employee’s department head, 
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Human Resources, or the Office of the General Counsel. Violation of this Policy may result in discipline, 
up to and including termination. 


Nothing in this Policy is designed to interfere with, restrain or prevent employee communications 
that are otherwise protected under law or by collective bargaining agreement. This Policy may be 
amended, supplemented, modified, revoked, suspended, or terminated, in whole or in part, at any time 
and with or without advance notice. 


IL. DEFINITIONS 
As used in this Policy, the following terms shall have the following meanings: 


“Social Media” or “Social Media Site” shall mean those websites, applications and platforms that 
facilitate user participation, networking, and collaboration through the submission of user-generated 
content. Social media sites include, but are not limited to blogs, wikis, microblogging sites (e.g., X 
(formerly Twitter) and Reddit), social networking sites (e.g., Facebook, LinkedIn, Instagram and 
Snapchat), photo sharing sites (e.g., Flickr), and video sharing sites and platforms (e.g., YouTube, 
TikTok, Vimeo and Byte) which typically combine text, images, video and/or links to other websites 
and related media, and which enable readers to leave comments in an interactive format. The examples 
in this definition are not exhaustive. When new social media platforms are created, MBTA intends for 
those platforms to fall within the scope of this Policy. 


“Social Media Identity” shall mean a specific user identity or account that has been registered on a 
social media site, such as @MBTA on X or an employee’s personal Facebook account. 


“Official MBTA Account” shall mean those social media accounts and identities created for official 
MBTA business and managed by the Sr. Director of Digital Strategy and Engagement or his/her 
designee. This includes official accounts run by third parties on behalf of the MBTA including Commuter 
Rail accounts. The Customer and Employee Experience Department maintains a list of all official 
MBTA accounts. 


“Approved User” shall mean an individual authorized to post to an official MBTA account or to any 
account on the MBTA’s behalf as part of that individual’s job function. 


“External User” is a member of the public who is not employed by or affiliated with the MBTA and 
who may post to or engage with the MBTA through its social media accounts. 


Il. REQUIRED WORK-RELATED USE OF SOCIAL MEDIA 


The MBTA maintains, and may from time to time create or update, social media accounts and social 
media identities on various platforms for the purposes of engaging with the public and gathering or 
disseminating information. A list of official MBTA accounts may be obtained by contacting the 
Customer and Employee Experience Department or via TSTOP. 


Social Media Use Policy Supersedes Personal Use of Page 2 of 9 
Social Media Policy 10/30/2011 


All new social media tools, such as dashboards and other software used to access the MBTA’s social 
media accounts and application programming interface that are proposed for the MBTA’s use must be 
approved by the Sr. Director of Digital Strategy and Engagement, and only those approved tools shall 
be used to access official MBTA accounts. Section III (2) of this Policy governs establishing and 
maintaining official MBTA social media accounts. 


1. Content of Work-Related Social Media Use 


Employees are personally responsible for anything they post to an official MBTA account. Social 
media posts made on behalf of the Authority must be in compliance with all applicable Authority 
policies, including the AUP, the Prevention of Discrimination, Harassment and Retaliation in the 
Workplace policy, the Workplace Violence policy, the Civility Code of Conduct, rules regarding 
confidentiality and the Massachusetts conflict of interest law, M.G.L. c. 268A. When posting to social 
media for work purposes, authorized users should carefully consider the content of their posts. The use 
of social media by MBTA employees should aim to advance, rather than impede, the Authority’s 
mission. Additional guidance concerning best practices in communicating with the public via social 
media is issued by the Customer and Employee Experience Department, and employees may request a 
copy of the Social Media Guidelines and Best Practices from the Sr. Director of Digital Strategy and 
Engagement or by visiting TSTOP. 


Any approved user posting to an official MBTA social media account should adhere to the 
following: 


(a) Public Records Law and Records Retention 


The MBTA’s social media accounts are subject to the Massachusetts Public Records Law, G.L. c. 
66. Any content shared to an MBTA social media account is a public record and must be retained in 
accordance with applicable Statewide Records Retention Schedule. Because the Public Records Law 
applies to social media content, all posts, once made, may not be deleted or amended except to correct 
typographical or grammatical errors, and a record must be kept of any such modifications. The Public 
Records Law and Records Retention requirements apply to all social media posts, regardless of whether 
they contain written text, images, video, audio recordings, or combinations thereof. 


If a decision is made to modify an earlier post to correct a mistake, the user should make it clear that 
this has been done. Do not remove or delete the incorrect content without recording the original post, 
confirming the post has been archived, and notifying the Sr. Director of Digital Strategy and 
Engagement for approval; provide the correct information and where appropriate, acknowledge the 
error. Ways to accomplish this include: 

1. Strike through the error and correct it; or 

il. Create a new post with the correct information, and link to it from the post that is being 

corrected or clarified. 


(b) Confidentiality and Privacy Considerations 
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Users shall not post confidential or privileged information to any social media platform. 
Confidential or privileged information includes information that is statutorily exempt from 
disclosure, including information that is exempt from the public records law under M.G.L. c. 4, 
§7(26), and information which, although it may be a public record, is considered sensitive by the 
Authority. Users are prohibited from posting legally-protected information described above that has 
been obtained during the course of performing official duties, and may not post personal information 
about any individual without that person’s express permission, and then only if such posting furthers 
the interests and goals of the Authority. 


Users must also take care not to engage in any activity that constitutes a conflict of interest in 
violation of the provisions of G.L. c. 268A. The conflict-of-interest law prohibits public employees from 
improperly disclosing confidential information or making personal use of non- public information they 
acquired in the course of their official duties. Additionally, employees cannot use the MBTA’s social 
media accounts to promote their personal interests orthose of their family members, close friends, or 
private entities with which they are affiliated. Questions concerning potential conflicts of interest should 
be directed to the Office of the General Counsel or the State Ethics Commission. 


(c) External User’s First Amendment Rights 


As a government entity, the MBTA and any social media users posting on the MBTA’s behalf, must 
take care to respect the First Amendment rights of all external users. The MBTA may moderate social 
media sites that accept comments from the public and may restrict speech that is obscene, threatening, 
discriminatory, or harassing, but may not use the moderation function to restrict speech with which the 
MBTA simply disagrees. It is also prohibited to block or exclude any person from accessing or 
participating in an open dialogue on an MBTA social media account because such person expresses views 
with which the MBTA disagrees. 


(d) Prohibited Conduct 


Users posting on behalf of the MBTA must not make posts that contain threats, harassment, 
obscenity, or discriminatory speech, and must not post content that contains: 

e Profanity or vulgar or abusive language 

e Sexual or obscene material 

e Threats of physical or bodily harm 

e Comments or content that is denigrating, threatening, insulting, bullying or harassing 

e Offensive terms that target protected classes or content that promotes, fosters or perpetuates 
discrimination on the basis of race, color, gender, gender identity, national origin, religion, 
ancestry, age, sexual orientation, disability, pregnancy or pregnancy- related conditions, genetic 
information, active military status or any other status protected by law 
Information that could compromise public safety or security 
Intellectual property infringement 
Personal data or protected health information 
Encouragement of illegal activity 
e Other information that is not public record is or otherwise privileged from public disclosure. 
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(e) Political Activity 


The conflict-of-interest law, G.L. c. 268A, prohibits using public resources for political purposes. 
Users may not post political statements or endorsements to official MBTA social media accounts 
if such posts are directed towards the success or failure of a political party, candidate, or partisan 
political group, or endorse or promote a union candidate. Information that addresses a public policy 
issue and comes within the mission of the MBTA is allowed. 


(f) Personal posts 


No official MBTA social media accounts may be used to make personal posts on any social media 
site or platform or to send private messages that are unrelated to the sending employee’s official duties. 


(g) Defamation 


Employees must avoid posting statements using any MBTA social media accounts or platforms that 
may be interpreted as defamatory. Defamation occurs when an individual publishes a false statement 
about another that either causes economic loss or some other harm of the type that is actionable without 
proof of economic loss. Some statements, like imputation of a crime, are defamatory per se. Under the 
law, employees may be individually liable for defamatory statements. 


(h) Copyright Law and Trademark 


Employees must comply with the laws governing trademark, copyright and fair use of copyrighted 
material owned by others, including written material, photography, videography, and digital media. 
Employees must avoid posting or re-posting statements or materials on any MBTA social media 
accounts or platforms that could infringe on the trademark or copyright(s) of any individual, entity or 
corporation, unless that employee has previously obtained in writing, consent or license to use the 
statements or materials from the owner of the trademark or copyright. Never reprint whole articles or 
publications without first receiving written permission from the publication owner. Never quote more 
than a short excerpt of someone else’s work without acknowledging the source and, if possible, provide 
a link to the original. 


(i) Handling Conflicts 


All MBTA social media posts should provide useful, factual, information as relates to the MBTA 
and contributes to its mission of serving the public. Because one purpose of social media use is to gather 
feedback from the public, some of the feedback received may be negative. This feedback is important 
and should not be ignored. MBTA social media users should not engage in online debate with members 
of the public or be drawn into arguments or combative exchanges. 


Some effective ways to respond to negative comments include: 
1. Provide accurate information in the spirit of being helpful; 
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il. Remain respectful; and 
iil. Notify the Sr. Director of Digital Strategy and Engagement to address the matter prior to 
any escalation. 
See the Social Media Guidelines and Best Practices for additional information and direction which can 
be found here. 


(j) Ownership of Social Media Accounts 


Social media accounts created by the MBTA, or on behalf of the MBTA, belong to the MBTA and 
not to employees, contractors, or third parties. Employees and other authorized users consent to the 
MBTA’s access, review, modification, and/or deletion of any information on such accounts at any time. 
At the MBTA’s request or promptly before the employee’s or third party’s employment relationship 
with the MBTA terminates, the employee, contractor, or third party will cease all use of such social 
media accounts. Employees, contractors, and third parties must ensure that the MBTA has the correct 
administrative access and login credentials for the MBTA’s social media accounts at any time. For 
example, if an employee changes the login credentials to a MBTA social media account, the employee 
will promptly share the new login credentials with the employee’s supervisor and Sr. Director of 
Digital Strategy and Engagement. 


The Sr. Director of Digital Strategy and Engagement and the Customer and Employee 
Experience Department are responsible for_the creation, maintenance, and retain ownership of all 
official MBTA accounts and identities, and are solely responsible for the MBTA’s overarching and 
platform-specific social media strategies and guiding principles. The Sr. Director of Digital Strategy and 
Engagement and the Customer and Employee Experience Department are responsible for subsequent 
account management including content calendars, content creation, and content posting on MBTA 
channels with the exceptions of specific approved accounts including: T-Alerts to the official MBTA X 
account (@MBTA) and official Commuter Rail accounts (including @MBTA_CR and 
@MBTA_CR_Alerts), which are managed by the Operations Control Center and Commuter Rail 
respectively, and official Transit Police accounts (including @MBTATransitPD), which is managed by 
the Transit Police Department. Departments that are given authority to manage a social media account 
on behalf of the MBTA are responsible for content creation, posting, and community management on 
that channel. The Customer and Employee Experience Department social media team provides 
assistance for any and all official MBTA accounts as necessary. All social media communications on 
behalf of the MBTA should follow the MBTA’s Social Media Guidelines and Best Practices. Any 
messaging on any official MBTA account may be moderated by the Sr. Director of Digital Strategy and 
Engagement, Chief Customer Officer, or their designee at any time. 


The following procedures apply to the creation and maintenance of official MBTA accounts: 


(a) All new social media accounts must be approved by both the Sr. Director of Digital Strategy 
and Engagement and the Chief Customer Officer before they are created. 
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(b) All active social media accounts must adhere to that platform’s terms of use, the MBTA’s design 
and editorial standards, and the Social Media Guidelines & Best Practices. The Customer and 
Employee Experience Department must authorize featuring “MBTA,” “Massachusetts Bay 
Transportation Authority,” or “The T” in any account name or URL, as well as the use of any MBTA 
logo or registered mark. The Sr. Director of Digital Strategy and Engagement may make 
changes to any official account for the purpose of policy and guideline compliance. 


() Once the creation of a new social media account is approved by the Sr. Director of Digital 
Strategy and Engagement and the Chief Customer Officer, the Sr. Director of Digital Strategy 
and Engagement will meet with the requesting office to share the MBTA’s social media 
guidelines, provide any necessary training, and establish the account. The individual or 
requesting office is responsible for the daily management of the account, including creating 
content and answering questions. 


@ The Sr. Director of Digital Strategy and Engagement must be made a super administrator or 
platform equivalent and given related login information for all social media accounts 
representing the MBTA. The individual managing an account will be assigned the role of editor, 
or equivalent, as determined by the platform or dashboard. Permission for additional editors and 
monitors, or their equivalents, must be approved by the Sr. Director of Digital Strategy and 
Engagement. 


(@) The Customer and Employee Experience Department conducts an annual review of the MBTA’s 
social media accounts to identify and delete inactive accounts. An account and/or its content 
may be subject to immediate deletion if it violates the platform’s terms of service or the MBTA’s 
policies and procedures. Accounts may also be deleted if they are deemed no longer necessary, 
redundant, or otherwise in opposition to the MBTA’s overall social media strategy. 


() Promotion such as Facebook or X ads, and the budgeting thereof, must be conducted through 
the Customer and Employee Experience Department and the Sr. Director of Digital Strategy and 
Engagement. 


(g) The Sr. Director of Digital Strategy and Engagement and the Customer and Employee 
Experience Department are responsible for selecting and approving all social media and social 
listening tools, dashboards, and software to be used by the MBTA. These tools, dashboards, and 
software must be exclusively used by those who utilize MBTA social media accounts as part 
of their job. Third party applications should not be attached to any MBTA social media 
account without written approval from the Sr. Director of Digital Strategy and Engagement. 


IV. PERSONAL USE OF SOCIAL MEDIA 
1. General Considerations 
The MBTA recognizes that its employees and contractors may maintain personal social media 


accounts and may post content online in their capacity as private citizens, subject to the 
following: 
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a) Personal social media accounts should not be used for official work purposes, including 
speaking on behalf of the MBTA, posting information in advance of an official 
announcement, or speaking to the media on behalf of the MBTA. Posts created for official 
work purposes, regardless of the platform on which they are created, are subject to the 
disclosure and retention requirements of the Public Records Law. 


b) Employees may not post content to their personal accounts or pages concerning MBTA 
confidential information, including but not limited the MBTA’s documents and records 
obtained by virtue of an employee’s job responsibilities, sensitive personal information such 
as Social Security numbers, safety plans and security procedures, or information concerning 
internal investigations. 


c) Employees posting in their personal capacity remain subject to the Massachusetts conflict 
of interest law, G.L. c. 268A, and should take special care to ensure compliance with the 
confidentiality and apparent conflict provisions of G.L. c. 268A, §23. 


d) Under the conflict-of-interest law, employees may not use their public title or official 
position for political activity, including political fundraising or endorsing a candidate for 
office. Any employee who wishes to use his or her personal social media accounts for 
political fundraising should be aware that the campaign finance law, G.L. c. 55, places 
restrictions on such activity. Employees should consult 970 CMR 1.24 or contact the Office 
of Campaign and Political Finance for additional information and advice about political 
fundraising. The conflict-of-interest law does not prohibit sharing or posting content created 
by or endorsing a political candidate on an employee’s personal social media account 
provided the employee is speaking in a personal capacity without reference to his or her 
official position. Similarly, employees may not use their official job title for personal 
fundraising purposes, e.g., GoFundMe. 


e) When an employee identifies him or herself as an MBTA employee on a personal social 
media account or webpage, the employee should indicate that the opinions expressed are the 
employee’s own and not those of the MBTA, if that will not be obvious from the content or 
context of the post. For example, the employee could include in the post 
#notaspokesperson or state in the account profile or in the post: “The views expressed in this 
account/post are my own. They have not been reviewed or approved by the MBTA.”’ Posts 
should not mislead an observer to think that the poster is speaking for or on behalf ofthe 
MBTA, and personal views or comments should not be attributable to the MBTA or to an 
employee’s job function. 


f) Employees should not post content that is vulgar, obscene, hateful, threatening, intimidating, 
hate speech, content that could damage the MBTA’s safety, security, or operational interests, 
or that violate the Authority’s Prevention of Discrimination, Harassment and Retaliation in 
the Workplace policy, the Workplace Violence policy, or the Civility Code of Conduct. 
Employees should not use social media to stalk or bully co- workers. Employees should not 
make knowingly or recklessly false statements about anyone, but especially not the MBTA, 
its employees, customers, contractors, or affiliates. Employees should not make defamatory 
statements in such a manner that the reader might believe the statements could be attributable 
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to the MBTA. 


g) Employees may not post MBTA logos or trademarks to personal profiles, blogs or webpages 
in a way which suggests that you are representing the MBTA without express written 
permission, or while engaging in social media activity that is unlawful or violates MBTA 
policy. For example, you should not create a social media page with MBTA logos placed 
in a way which might suggest to readers that the MBTA is sponsoring the page. 


h) MBTA employees may not use their MBTA email accounts for personal social media 
accounts. 


i) Only authorized employees may speak to the media on the MBTA’s behalf. To ensure that 
the MBTA communicates with the media in a consistent, timely and professional manner 
about matters related to the MBTA, you should direct all media inquiries for comment on 
the MBTA’s behalf to the Director of Communications. 


j) Employees may not use MBTA-sponsored sites to solicit for or promote, or engage in 
other activities on behalf of, unrelated organizations, including but not limited to, personal 
business ventures, charities, political campaigns, religious groups, or other membership 
organizations. 


Nothing in this Policy is meant to interfere with an employee’s legally protected rights to discuss 
conditions of employment, including wages and hours, or other matters of public concern to the extent 
such conduct does not unduly compromise the effective and efficient fulfillment of the MBTA’s 
responsibilities to the public. 


2. Personal Use of Social Media at Work 


Any personal use of social media at work or during work hours or using MBTA IT resources, 
including desktops, laptops, mobile devices, telephones, servers, Internet, email, software applications 
and programs, social media sites, and networks, must comply with the AUP. Subject to Section VI of 
the AUP, an employee at work may make emergency and incidental personal use of social media 
provided that such use does not interfere with the employee’s job performance or efficiency of 
operations as determined by a supervisor. As stated in the AUP, personal use of MBTA IT resources is 
not private and is subject to monitoring. Employees using social media at work should further be aware 
that any content they generate may be subject to public disclosure under G.L. c. 66, §10. The 
requirements of Section [V(1) of this Policy apply equally to personal use of social media at work or 
whenoff duty. 


V. HANDLING MEDIA INQUIRIES 


The official MBTA social media accounts may generate inquiries from the media. If an employee is 
contacted directly by a reporter, they should refer media questions immediately to the Director of 
Communications, or highest-ranking member of the MBTA’s Press Office. Employees should not 
engage directly with the media or respond to media inquiries regarding social media posts on MBTA 
accounts or concerning official MBTA business. 
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